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The Chief Executive and 

Leadership team lead

and promote risk

management across

MSD.

We are risk aware and

take responsibility for

managing risk.

Our people are

encouraged/supported

to escalate risks as

required.

We openly and

constructively engage in

risk discussions at all

levels.

We integrate risk

management into all

decision

-

making and

planning processes.

We proactively manage

risk to reduce the

consequence and

likelihood of adverse

events occurring.

We maintain flexible risk

management processes

while ensuring that key 

elements are consistent

MSD wide.

Critical Success Factors

Everyone within MSD knows

what their responsibility is

regarding risk management,

and it is linked to their

performance expectations

MSD’s

reputation and image

is protected and maintained

at the highest standard

Risk management is an

integral part of the Leadership

team focus.  Members can

confidently articulate risk

status and strategies across

the Ministry

Risk management within MSD

Is continuously reviewed and

improved

Internal and external 

stakeholders

are confident that MSD 

manages risk within

acceptable levels

The Business: Proactively Manages Their Risks Relating to Busine

ss as Usual and Projects

Business Units routinely identify, assess, manage and review the

ir risks

Business Units discuss risks and mitigation action on a monthly 

basis at DCE/SGM level. Significant issues escalated as appropri

ate

DCEs

discuss and agree their risks and mitigation actions for inclus

ion in monthly report

LT discuss and validate MSD wide strategic  risks and mitigating

actions on a quarterly basis

Business units annually identify and assess risks through the pl

anning round and review on a continuous basis

Risk Management:   Making it Real
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Introduction

Life is a risky business. Each of us will either consciously or unconsciously assess risks in our daily lives. Whether it’s crossing the road, making a decision or managing our daily work activities, risk is inherent in all we do.  Being well equipped to understand and manage risk is the key.
The risks that MSD face are constantly changing, along with the organisation’s pace of change. The most serious risks facing MSD could be those that are not recognised or understood.
The main goal of the MSD risk management approach is to be clear about the processes we will follow to identify and manage and escalate risk.  We all need to have a clear understanding of the risks faced by our area of the business and the practices that are in place to manage them.
Risk management provides a source of information that enables greater openness and transparency in decision making, better outcomes in terms of efficiency and effectiveness, and appropriate development and  assessment of new opportunities.
Risk management in MSD is intended to be a simple decision-making process, one that is not complex and does not require specialist expertise.
These guidelines provide a practical approach to help us better manage and minimise the risks associated with our work and any projects we undertake.
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Our Guiding Principles
· The Chief Executive and Leadership Team lead and promote risk management across the Ministry
· We are risk aware and take responsibility for  managing risk
· Our people are encouraged and supported to escalate risks as required
· We openly and constructively engage in risk discussions at all levels
· We integrate risk management into all decision-making and planning processes
· We proactively manage risk to reduce the consequence and likelihood of adverse events occurring
We maintain flexible risk management processes while ensuring that the key elements are consistent across the Ministry.

The Approach
The new approach moves away from a compliance   environment where the output was a risk register, to an approach that focuses on the process we would expect to see in place around the identification, mitigation and management of risks within the organisation.
We would therefore expect to see:

· A clear understanding of the risks business units are managing
· That our risk principles are integrated into all  business strategies, activities and management systems
· The risk management process applied is flexible and effectively monitors and manages the    changing risk environment
· That  risk management  occurs throughout the     development and the implementation of any   business plan, policy, programme or project
Our Measures of Success

The critical success factors focus on improving accountability, risk awareness and communication. 
· Everyone within MSD knows their risk management  responsibilities
· The Ministry’s reputation and image are protected and maintained
· Risk management is an integral part of the Leadership Team focus
· Risk management within the Ministry is continuously reviewed and improved
· Internal and external stakeholders are confident that MSD manages risk within acceptable levels
What is expected of me

Each business unit is responsible for managing its own risk.  Management and staff have specific accountability requirements in the risk management approach.

All Deputy Chief Executives, General Managers, and    Managers at each level of the organisation will have procedures in place to enable:
· Identification and monitoring of risks
· Appropriate communication and escalation of risks and mitigation plans
· Compliance with key legislative requirements
· Application of sound systems of internal control and monitoring to recommended standards
 
Managers’ primary risk management responsibilities are to:
· Identify and report on all new and emerging risks, their potential impact, the effectiveness of controls, and overall risk exposure
· Ensure all risks associated with all activities and     projects are identified and  managed, and risk       mitigation is in place
· Develop plans that mitigate or reduce risk exposure
Individual staff members are accountable for compliance with specific legislative requirements, and for adhering to MSD procedures.  All staff should be aware of the escalation process for managing issues and risks.
How I will be measured
To ensure the risk management practice of all business units is effective, comprehensive, documented and visible, an annual stock take will be carried out in each business unit.

The following questions will be used to help us gain a better understanding of your business unit, and your risk management.
· What are the key business functions of your business unit?
· How is risk management led and promoted within your business unit?
· How are risks identified through the business planning process integrated into business operations?
· How do emerging business unit risks get escalated within your business unit?
· How does your business unit escalate risks that have an impact across MSD?
· How are your business unit risks evaluated, prioritised, monitored, and documented?
· How are your risk mitigation strategies documented and managed?
· What key business process standards and controls are in place in the unit?
· How does the unit ensure that key business process standards and controls are operating effectively?
Where necessary, some responses will need to be validated by sighting documentation.
What we are trying to establish

· Internal and external stakeholders are consulted on and kept informed about risk issues

· Risks are evaluated according to the Ministry’s risk guidelines and matrix

· Risks are prioritised for treatment and have mitigation strategies assigned

· Accountability for mitigation strategies is assigned to  individuals

· Progress on the mitigation strategies is being reported

· Risk discussions are documented in meeting minutes or in risk registers

· Risks are regularly reviewed

· Internal controls specific to the business unit are      regularly reviewed for relevance and effectiveness

· Changes in internal control results over time are being analysed

· Risk management is integrated into decision-making  and planning processes

Tool Set
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The steps in the risk management process shown above are logical and practical:

· Establish the context—Where does it fit in the wider picture

· Identify risks—What are they, why are they happening

· Assess the risks—Do I understand their likelihood and impact

· Treat the risk—What do I do about them

· Monitor and review—Is it sill O.K., has anything changed

· Communicate and consult—Has everyone been kept informed
(This process in based on the Australia/New Zealand Standard AS/NZS 4360)
Risk Management - A tool to manage risks

Risk should be managed continuously.  All decisions involve the management of risk of some kind or another.  Whether they are decisions taken in everyday operations or decisions about major policies, strategies or projects, the effective    application of risk management is essential. Risk management is a tool to help staff make decisions.  It is a means to an end, not an end in itself.
 
Risk management is the proper identification, analysis and treatment of risks in our business.  The Ministry’s risk approach provides us with the process and tools to be more effective in the recognition, evaluation and management of our risks.  It is also about ensuring our stakeholders’ expectations are met, and that we have a full history of what we did and why.
 
Risk management is about developing new opportunities, understanding risk and reducing the impact of risk to an acceptable level.
 
Risk management should occur throughout the development and the implementation of any business plan, policy, programme or project.
Types of Risk

As each business unit translates our strategic vision into specific strategies, objectives and priorities, managers address not only business opportunities but also the risks.
Strategic Risk

Risks that affect the achievement of MSD strategies or key goals.  It covers such matters as:
· Staff capability and capacity
· Inappropriate organisational strategies
· Business Unit strategies misaligned to MSD strategies
Operational Risk

The risk of something going wrong in the day-to-day operation of the business such as:
· Financial/budget management
· Balancing annual leave with service requirements
· Delivery of core services
Project risks

The risk of something happening that prevents the project achieving its objectives such as:
· Established without a sound business case
· Projects running over time
· Projects going over budget
Escalation

Issue or incident management

For effective risk management it is essential to report situations on a ‘must know’ basis.  This is essential to ensure that there is early warning of emerging risks - no surprises.
While risk management uses a standard approach to rate risks, there will be occasions where risks arise and the circumstances require that they should be urgently escalated to the appropriate level.
Management needs to be advised of what is or may be happening before the consequences become widespread.
The supporting information should include details of the event and a rating of relative importance.
Example:
SWIFTT system fault causes client information to be shared inappropriately with third parties (Privacy Breach).
Must be escalated immediately through Work and Income National Operations to the CE’s office, need to advise the size and extent of the breach.
· how breach occurred
· number of people affected
· information shared
Terminology
Commonly used risk terms

The success of risk management in the Ministry depends on us all feeling confident about our involvement and participation.  Using common terminology will make understanding much easier.
Risk
The chance of something unplanned happening that will have an impact upon the objectives or any business, activity,     project or task.
Risk identification
The process of determining what could happen, when and how.
Risk assessment
The overall process of risk analysis and risk evaluation.
Risk analysis
A systematic use of available information to determine how often specified events may occur and the magnitude of their consequences.
Risk evaluation
The process used to determine risk management priorities by comparing the level of risk against predetermined standards, target risk level or other criteria.
Likelihood

Often described as a probability of a particular event occurring. Likelihood rating uses standard terms, (Almost certain, Likely, Possible, Unlikely and Rare). The            appropriate likelihood is derived by applying specified criteria.
Consequence
The result or effect of a particular event occurring.  Consequence rating is described using standards terms (Major, Severe, Moderate, Minor and Routine). 

The appropriate consequence is derived by applying specified criteria.
Risk Ranking
A combination of the consequence and likelihood derives a ranking for the risk based on the risk ranking matrix.
Prioritise Risk
Fully understanding the risk and the options for mitigating, enables priorities for treatment to be determined.
Commonly used risk terms

Risk Tolerance / Appetite
The capacity to take on risk or the level of risk the organisation is able to tolerate.
Risk Acceptance
The level of risk that the Ministry finds acceptable.
Risk Treatment
Proactive selection and implementation of appropriate options for dealing with risk.
Risk Mitigation Plan
Containment and contingency plans to prevent or recover a situation.
Residual Risk
Residual risk is the unmanaged portion of the risk left after treatment or mitigation actions have been put in place.
Monitoring and Review
Check priorities have not altered.  Review that treatment options remain the most appropriate.  Ensure regular review of control points.
Communication of Risks
Sharing information about risks between groups or  individuals.
Internal Control
Anything an organisation does to ensure the achievement of its objectives, such as a system of routine checks of          procedures. 
Control Evaluation
Assessment of the strength or weakness of existing processes or practices that minimise negative risks or enhance positive risks.

Risk Measurement Tools
Business Unit Risk Information Tool

Risk and Assurance have developed an enhanced risk template that is intended for use by business units as an information and reporting tool.
The risk template provides the minimum information that will be required for quarterly reporting and analysis of risk by Risk and Assurance.
Business units may chose to use this tool as a basis for discussion of risk at their senior management level although it is anticipated that all business units will       document their risks in a more comprehensive manner.

For copies of these templates please contact the Risk and   Assurance, Risk Team.
Quick Reference Guides
Included in this handbook are a number of quick reference guides to assist you with your risk management activities.

They include:
· Risk Process Steps  
· Consequence Criteria  
· Likelihood Criteria   
· Risk Ranking Matrix  
· Risk response table  
· Internal Control Effectiveness Table 
	Identify the Risks 

· Involve your team in the identification of risks

· Discuss the concerns identified so everyone has a clear understanding of what the actual risk is
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	Decide type of risk

· Strategic: Risks that affect the achievement of MSD strategies or key goals 

· Operational:  the risk of something going wrong in the day-to-day operation of the business

· Project: The risk of something happening that prevents the project achieving its objectives
	

	Analyse the risk

· What is the likelihood or probability of the risk occurring

· What is the consequence should the risk occur

· What is the ranking or priority of the risk

· Do I need to escalate the risk information
	

	Internal Controls

· Do I have sufficient internal controls in place to manage the risk

· Are the controls effective

· Do I need to review the controls
	

	Planning/Treatment

· What additional things do I need to do to prevent the risk occurring

· What can I do to contain the risk if it occurs

· Who do I need to tell and when do I need to tell them
	

	Documentation

· Description of the risk

· The risk priority ranking

· Internal controls in place

· Details of treatment plans

· Owner of the risk 
	

	Monitor and Review

· Has there been a change to the likelihood

· Has there been a change to the consequence

· Have priorities altered

· Are treatment options still the most appropriate
	


	Major

Extensive senior management attention or resources diverted to recovery from a crisis event affecting service quality, a  programme or major project, the viability of a business unit or the Ministry overall.  This level of risk would have extreme consequences for the organisation both financially and politically.

	


	Severe

Significant senior management attention to manage issues or prevent a crisis that may threaten the viability of a business unit, service quality, programme, or project.  This level of risk would have very high consequences for the organisation  financially and/or politically

	

	Moderate 

Consequences could require review or changes to operating procedures with management effort required to prevent    escalation.  Although the consequences would not threaten the viability of the programme or organisation, service quality could be affected. 

	

	Minor

Consequence may threaten the efficiency or effectiveness of some aspects of business activity but can be managed under normal operating levels of resource and input.

	

	Routine

The consequences are managed within routine operations

	


	Almost Certain
The risk consequence will be realised in most circumstances.
Probability:

80%-100% expectation that the event will occur during the next 12 months.
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	Likely
The risk consequence will probably occur.
Probability:

50% - 80% expectation that the event will occur in the next 12 months.

	

	Possible 
The risk consequence is liable to occur.

Probability:

30% - 50% expectation that the event will occur during the next 12 months.

	

	Unlikely
The risk consequence may occur at some time.

Probability:

5%-30% expectation that the event will occur during the next 12 months.

	

	Rare
The risk consequence will only realised in exceptional       circumstances.

Probability:

Less than a 5% expectation that the event will occur during the next 12 months.

	


	 
Likelihood
	Consequence

		Routine
	Minor
	Moderate
	Severe
	Major

	Almost Certain
	  

Medium

	  

Medium

	 

 High

	Very High

	 

Very High


	Likely
	 

Low

	Medium
	 

Medium

	  

High

	 

Very High


	Possible
	 

 Low

	 

Low

	 

 Medium

	 

High

	 

 High


	Unlikely
	  

Very Low

	 

 Low

	 

 Medium

	  

Medium

	 

High


	Rare
	 

Very Low

	 

Very Low

	  

Low

	 

Medium

	 

Medium



	Once the risk ratings have been identified they are aligned against likelihood and consequence in the risk priority ranking matrix above. 
This allows risks to be assigned a ranking of :
· Very Low

· Low 

· Medium

· High

· Very High

	Risk Ranking Matrix

	What does it mean?
	What do we need to do?
	


	Very High Risk
	

	Stops MSD’s achievement of most business objectives and outcomes.  May cause widespread financial loss, reduction of capability or loss of   reputation for the Ministry, making it imperative to have strategies for  managing consequences and      reducing likelihood of occurrence
	Urgent and Active management, with Executive level oversight.

A risk strategy must be implemented immediately.

Immediate and appropriate      escalation and regular reporting
	

	High Risk
	

	Prevents MSD’s achievement of some business objectives and     outcomes. May have sizeable      financial loss, capability reduction or impact on the reputation of the     Ministry making a management   strategy essential
	Needs active management and regular review.

A strategy must be implemented, primarily focused on paying close attention to the maintenance of   excellent/good controls

Escalation required
	

	Medium Risk
	

	Interrupts the quality or timeliness of the Ministry’s business objectives and outcomes.  May  result in reasonable   financial loss,  capability reduction or impact on the reputation of the     Ministry,  making a management    strategy essential. 
	Needs to be managed and 

reviewed on a regular basis.

Requires effective internal controls and monitoring. 

A strategy must be implemented
	

	Low Risk
	

	Interferes with the quality, quantity and timeliness of the Ministry’s    business objectives and outcomes.  May have minimal financial loss,  capability reduction or impact on the reputation of the Ministry.  A strategy may need to be implemented.
	Routine procedures sufficient to deal with the effects.

Requires effective internal controls and monitoring.  A Strategy can be implemented focusing on monitoring and review of existing control      procedures.

	

	Very Low Risk
	

	May result in very minor impact on the Ministry’s business objectives and outcomes.  May have very minor financial loss or  capability reduction, or impact on the reputation of the     Ministry.


	Watching brief only required.

Normal control measure should be sufficient.  

If left totally unattended, these risks could rise in priority.

	


	Control           Effectiveness
	Descriptor

	Definition
	


	95% +


	Excellent


	The controls in place mitigate the risk to the maximum    extent and are being performed in the manner for which they are designed.
	

	85%+


	Very Good


	The controls are very good.  

There is room for a small  improvement
	

	75%+
	Good
	The majority of the risk is managed; however, there is potential for the controls to fail.  

An improvement is             recommended.
	

	65%+


	Adequate


	Procedures and controls exist to manage the risk at face value; however, there is great reliance on them operating correctly without any checks and assurances.
	

	45%+


	Unacceptable


	The controls manage only some of the risk. 

Attention needs to be given to the management of the risk.
	

	25%+


	Non-existent


	The controls are largely          ineffective.  

Urgent attention needs to be given to implementing new controls.
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